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● Mainly focused around native clients
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What to expect

● Explain why this project was implemented
● Provide real world examples on what issues it solved
● Explain how to implement automated E2E performance tests
● Explain how to setup process for using performance results
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Main components:

● VPN Server
● Guest Session VPN server
● Backend
● Alternative Backend
● VPN Client
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E2E performance tests are important:

● Validates full E2E paths
● Detects issues across the entire stack
● Helps to prevent performance issues early

Analytics are important:

● Monitors how application behaves in real world
● Dataset is huge



Limitations
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When E2E performance tests are executed manually it is: 

● Costly
● Performed infrequently
● Hard to see trends

When using analytics:

● Artifacts are limited
● Context is limited
● Issues are caught only after the release



Idea

Let’s measure performance of specific flows in E2E tests
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Concept
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Setup
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Impact
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It also helped…

● Continuously test new features
● Provide concrete evidence that some flows performance should be 

improved
● Involve whole team into performance testing process
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How was this achieved?
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Automated tests
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Automated tests
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Automated tests

Pros:

● Any automation framework can be used
● Already existing tests can be reused
● Real actions are being performed

Cons:

● Results can be polluted by flaky tests
● The volume of generated metrics remains limited (~48 events in a 

day). 
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Metrics/Logs storage

Why I recommend using Grafana Loki:

● It can store both metrics and logs
● Can handle large volume of logs
● It can be Integrated with Grafana easily
● LogQL is easy to use and is similar to 

PromQL
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Metadata

Labels:

● Measurement name
● Build type
● Platform
● Device model
● Product

Structured metadata:

● Run ID
● App version
● Build ID
● OS Version
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Visualization

Success rate
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Visualization

Time series line chart
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CI Setup

Setup has to be:
Predictable

To make it predictable:

● On-premise CI runners
● Real devices
● Release build 
● Scheduled job
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Build Storage
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What we have so far…
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Build Storage CI Performance 
E2E Tests

Metrics/Logs
Storage

Visualization

Provides build Starts tests Sends metrics Provides metrics



How to use collected results?
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Service Level Management

It consists of:

● Agreeing on expectations
● Monitoring the performance
● Taking action

01 Goals

02 Context

03 Concept

04 Examples

05 Impact

06 Tests

07 Storage

08 Visualization

09 CI

10 Usage

11 SLI

12 SLO

13 Error budget

14 SLA

15 Conclusions



Service Level Indicator (SLI)

SLI:
Any metric that can be summarized into one 

number
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Service Level Indicator (SLI)

SLI:
Any metric that can be summarized into one 

number
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Success rate Average Values Median



Service Level Objective (SLO)

SLO:
A goal that should not be breached
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Service Level Management

Keep in mind
It’s impossible to be 100% reliable
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1 failure in 300,000 
hours

1% fail in 5 years



Service Level Objective (SLO)

How to setup meaningful objectives?

● It’s impractical/impossible to achieve 
100% stability

● Every additional 9 might seem like a 
small difference, but in reality it’s 
costly

● The less data you have the more 
relaxed goals should be used

● Be flexible
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Error Budget

Error budget:
An amount of failure a service is allowed to have

Calculation:

Error Budget = 100% - SLO Target

Error Budget(1Y) = 100% - 99% = 1% = 3.65 days
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Error budget

When used, it will allow you to:

● Make informed decisions about release
● Understand where to invest development effort
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How to visualize error budget
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How to visualize error budget
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Service Level Agreement (SLA)

SLA
A contract between a service provider and customer
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Tips

1. Service level management is all about the people
2. For starters own the process
3. Don’t forget to log issues that this setup has caught
4. It takes patience for this process to fully kick in
5. Measure only critical business flows
6. Set review periods
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Literature

Implementing Service Level Objectives: A Practical Guide to SLIs, SLOs, 
and Error Budgets
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Conclusions

When E2E automated performance tests are created you will:

● Expand your monitoring stack
● Easily debug anomalies inside the whole stack. Especially helps to catch race conditions
● Prevent performance issues early
● Continuously test specific product features

When Service Level Management process is introduced:

● Encourage transparency and discussions inside your team
● Understand what “Good enough” means for your customer
● Improve velocity of releases
● Increase trust of the customer
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Thank you!
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